
From: Moody, Dustin (Fed)
To: Liu, Yi-Kai (Fed); Perlner, Ray A. (Fed); Jordan, Stephen P (Fed); Chen, Lily (Fed); 
Cc: Peralta, Rene C. (Fed); Bassham, Lawrence E. (Fed)
Subject: RE: PQC call for papers v4
Date: Thursday, April 7, 2016 9:35:43 AM
Attachments: CFP v5.docx

Attached is the latest version we will use at our meeting today.

From: Liu, Yi-Kai (Fed) 
Sent: Wednesday, April 06, 2016 8:18 PM
To: Perlner, Ray (Fed) <ray.perlner@nist.gov>; Jordan, Stephen P (Fed) <stephen.jordan@nist.gov>;
Moody, Dustin (Fed) <dustin.moody@nist.gov>; Chen, Lily (Fed) <lily.chen@nist.gov>; Daniel Smith

Cc: Peralta, Rene (Fed) <rene.peralta@nist.gov>; Bassham, Lawrence E (Fed)
<lawrence.bassham@nist.gov>
Subject: Re: PQC call for papers v4
Hi everyone,
I cleaned up section 2 -- see attached file. (Dustin: I was editing Ray's version from earlier in
this email chain, and all of my changes were confined to section 2. If you have made any edits
on your copy of the file, can you just take my section 2 and paste it into your file?)
I think the first half of the document is in decent shape, so tomorrow we can just focus on the
second half.
Cheers,
--Yi-Kai

From: Perlner, Ray (Fed)
Sent: Thursday, March 31, 2016 10:51:04 AM
To: Jordan, Stephen P (Fed); Moody, Dustin (Fed); Liu, Yi-Kai (Fed); Chen, Lily (Fed); Daniel Smith
Cc: Peralta, Rene (Fed); Bassham, Lawrence E (Fed)
Subject: RE: PQC call for papers v4
Thanks for the comment, Stephen
I’m glad someone else is looking carefully at our proposed evaluation criteria. That said, I don’t think
we should be overly concerned with submitters doing incorrect or biased security analysis. The worst
thing that would come of that is that they set their parameters incorrectly – something which I think
is likely to be less fatal for the submissions in this process than it was in the SHA3 competition. If we
like a submission but think the submitters set the parameters wrong, we should simply tell the
submitters that we’d like them to tweak their parameters for the next round, and publicly state the
same in the report. I’m also not convinced that counting elementary gates is any easier than the sort
of analysis suggested by my text. Hopefully I am getting across the message that we would prefer an
imprecise measurement of security in a realistic attack model to a precise measurement of security
in an unrealistic attack model (which, by the way, is the opposite of the typical incentives when the
primary goal is getting academic papers published, so I do think we need to be somewhat explicit to
push the analysis in this direction.)
I think it’s also important to emphasize that these security metrics are evaluation criteria, not
instructions to the submitters, and so they primarily constrain how we analyze submissions. If we
give a precise definition of security which does not include consideration of parallelism, relative cost
of classical and quantum operations etc, then we have prevented ourselves from taking these
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factors into account when we analyze submissions.
Cheers, Ray

From: Jordan, Stephen P (Fed) 
Sent: Wednesday, March 30, 2016 10:24 PM
To: Perlner, Ray (Fed) <ray.perlner@nist.gov>; Moody, Dustin (Fed) <dustin.moody@nist.gov>; Liu,
Yi-Kai (Fed) <yi-kai.liu@nist.gov>; Chen, Lily (Fed) <lily.chen@nist.gov>; Daniel Smith

Cc: Peralta, Rene (Fed) <rene.peralta@nist.gov>; Bassham, Lawrence E (Fed)
<lawrence.bassham@nist.gov>
Subject: Re: PQC call for papers v4
I like the direction the security definition is heading, but my intuition is that we may wish to
simplify it further. A danger is that different submitters may make incomparable security
analyses. If we leave too much complexity people may make mistakes and if we leave wiggle
room people will be likely to interpret things in a way that makes their own submission look
more favorable, even if they are not doing it consciously. I'd be in favor of saying something
totally simpleminded and mathematically well-defined like: "the best known quantum attack
must use at least 2^80 elementary quantum gates" (where we replace 2^80 with a few
different numbers for different security levels). If we worry that someone might discover a
way to parallelize the quantum attacks I think it is better to compensate by replacing 2^80
with 2^90 (or something) rather than adding more complexity or malleability to the security
definition. Furthermore, our assumptions about the relative cost of quantum vs classical
operations can simply be baked into our choices of number bits of security for each rather
than leaving this as an aspect of the security definition for the individual teams to decide for
themselves.
Best regards,
Stephen

From: Perlner, Ray (Fed)
Sent: Wednesday, March 30, 2016 4:49 PM
To: Moody, Dustin (Fed); Liu, Yi-Kai (Fed); Chen, Lily (Fed); Jordan, Stephen P (Fed); Daniel Smith
Cc: Peralta, Rene (Fed); Bassham, Lawrence E (Fed)
Subject: RE: PQC call for papers v4
Here is my update. All changes are confined to section 4, except for one comment to section 3,
pointing out that we cannot require submitted signature algorithms to take arbitrary-length
messages, since SHA256 has a maximum input size.
I have offered two choices for section 4A.iv (a slightly modified version of what I wrote before and
something more aligned with what I think Yi-Kai was looking for.) See which one you like better.
Thanks,
Ray

From: Moody, Dustin (Fed) 
Sent: Wednesday, March 30, 2016 10:21 AM
To: Liu, Yi-Kai (Fed) <yi-kai.liu@nist.gov>; Chen, Lily (Fed) <lily.chen@nist.gov>; Perlner, Ray (Fed)
<ray.perlner@nist.gov>; Jordan, Stephen P (Fed) <stephen.jordan@nist.gov>; Daniel Smith
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Cc: Peralta, Rene (Fed) <rene.peralta@nist.gov>; Bassham, Lawrence E (Fed)
<lawrence.bassham@nist.gov>
Subject: Re: PQC call for papers v4
I've added my fixes. I've also made some other small revisions throughout the document, so if
you haven't yet started, please use the attached version. If you have already started writing,
maybe you can copy/paste your sections you've edited into this document. Thanks.
Dustin

From: Liu, Yi-Kai (Fed)
Sent: Tuesday, March 29, 2016 4:32 PM
To: Chen, Lily (Fed); Moody, Dustin (Fed); Perlner, Ray (Fed); Jordan, Stephen P (Fed); Daniel Smith
Cc: Peralta, Rene (Fed); Bassham, Lawrence E (Fed)
Subject: PQC call for papers v4
Hi everyone,
Here is an updated version of the call for papers, after our discussion this morning. I cleaned up my
section. Could you all take turns revising your sections? If we can get this cleaned up by Friday
afternoon, that would be great!
Thanks!
--Yi-Kai

(b) (6)





2 
 

2.E General Submission Requirements  
2.F Technical Contacts and Additional Information 

3. Minimum Acceptability Requirements 
4. Evaluation Criteria 
5. Plans for the Evaluation Process 
6. Miscellaneous 

Authority:  This work is being initiated pursuant to NIST’s responsibilities under the 
Federal Information Security Management Act (FISMA) of 2002, Public Law 107–347. 
 
1. Background 

 
In recent years, there has been a substantial amount of research on quantum 
computers – machines that exploit quantum mechanical phenomena to solve 
mathematical problems that are difficult or intractable for conventional computers. 
If large-scale quantum computers are ever built, they will compromise the security 
of many commonly used cryptographic algorithms.  
 
In particular, quantum computers would completely break many public key 
cryptosystems, including RSA, DSA, and elliptic curve cryptosystems. These 
cryptosystems are used to implement digital signatures and key exchange, and they 
play a crucial role in ensuring the confidentiality and integrity of communications 
on the Internet and other networks. 
 
Due to this concern, many researchers have begun to investigate post-quantum 
cryptography (also called quantum-resistant cryptography). The goal of this 
research is to develop cryptographic algorithms that would be secure against both 
quantum and classical computers. These algorithms could serve as replacements for 
our current public key cryptosystems, in the event that large-scale quantum 
computers become a reality. 
 
At present, there are several candidate post-quantum cryptosystems which have 
been proposed, including lattice-based cryptosystems, code-based cryptosystems, 
multivariate cryptosystems, and hash-based signatures among others. However, 
further research is needed in order to gain more confidence in their security 
(particularly against quantum adversaries), and to improve their efficiency and 
performance.  
 
NIST has decided that it is prudent to begin developing standards for post-quantum 
cryptography now. This is driven by two factors. First, there has been noticeable 
progress in the development of quantum computers, including theoretical 
techniques for quantum error correction and fault-tolerant quantum computation, 
and experimental demonstrations of physical qubits and entangling operations in 
architectures that have the potential to scale up to larger systems.  
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All optical media presented to NIST must be free of viruses or other malicious code. 
The submitted media will be scanned for the presence of such code. If malicious 
code is found, NIST will notify the submitter and ask that a clean version of the 
optical media be re-submitted. 
 
2.D Intellectual Property Statements/ Agreements/Disclosures 
 
Each submitted algorithm must be available worldwide on a royalty free basis during the 
period of the quantum-resistant algorithm search. In order to ensure this and minimize 
any intellectual property issues, the following series of signed statements are required for 
a submission to be considered complete: 1) Statement by the Submitter, 2) Statement by 
Patent (and Patent Application) Owner(s) (if applicable), and 3) Statement by 
Reference/Optimized Implementations' Owner(s). Note that for the last two statements, 
separate statements must be completed if multiple individuals are involved. 

2.D.1 Statement by the Submitter 

I, _____ (print submitter’s full name) _____ do hereby declare that, to the best of my 
knowledge, the practice of the algorithm, reference implementation, and optimized 
implementations that I have submitted, known as ____ (print name of algorithm)____, 
may be covered by the following U.S. and/or foreign patents: _____ (describe and 
enumerate or state “none” if appropriate)_____ . 

I do hereby declare that I am aware of no patent applications that may cover the practice 
of my submitted algorithm, reference implementation or optimized implementations. – 
OR – I do hereby declare that the following pending patent applications may cover the 
practice of my submitted algorithm, reference implementation or optimized 
implementations: _____ (describe and enumerate) ______. 

I do hereby understand that my submitted algorithm might not be selected for 
standardization by NIST. I further understand that I will not receive financial 
compensation from the U.S. Government for my submission. I certify that, to the best of 
my knowledge, I have fully disclosed all patents and patent applications relating to my 
algorithm. I also understand that the U.S. Government may, during the course of the 
lifetime of the standard or during the  public review process, modify the algorithm’s 
specifications (e.g., to protect against a newly discovered vulnerability). 

 I understand that NIST will announce any selected algorithm(s) and proceed to publish 
the draft standards for public comment. Should my submission be selected for 
standardization, I hereby agree not to place any restrictions on the use of the algorithm, 
intending it to be available on a worldwide, non-exclusive, royalty-free basis. 

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, 
for any patent or patent application identified to cover the practice of my algorithm, 
reference implementation or optimized implementations and the right to use such 
implementations for the purposes of the evaluation process. 
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I understand that, during the quantum resistant algorithm evaluation process, NIST  may 
remove my algorithm from consideration for standardization. If my algorithm (or the 
derived algorithm) is  removed from consideration for standardization or withdrawn 
from consideration by the submitter, I understand that all rights, including use rights of 
the reference and optimized implementations, revert back to the submitter (and other 
owner[s], as appropriate).  

Signed: 
Title:  
Dated:  
Place: 
 
2.D.2 Statement by Patent (and Patent Application) Owner(s) 

If there are any patents (or patent applications) identified by the submitter, including 
those held by the submitter, the following statement must be signed by each and every 
owner of the patent and patent applications above identified. 

I, _____ (print full name) _____ , of _____(print full postal address)______ , am the 
owner or authorized representative of the owner (print full name, if different than the 
signer) of the following patent(s) and or patent application(s): ______ (enumerate) 
______ , and do hereby agree to grant to any interested party if the algorithm known as 
_____(print name of algorithm) _______ is selected for standardization, an irrevocable 
nonexclusive royalty-free license to practice the referenced algorithm, reference 
implementation or the optimized implementations. Furthermore, I agree to grant the 
same rights in any other patent application or patent granted to me or my company that 
may be necessary for the practice of the referenced algorithm, reference implementation, 
or the optimized implementations. 

Signed: 
Title:  
Dated:  
Place: 
 
Note that the U.S. government may conduct research as may be appropriate to verify the 
availability of the submission on a royalty free basis worldwide. 

2.D.3 Statement by Reference/Optimized Implementations’ Owner(s) 

The following must also be included: 

I, _____ (print full name) _____ , am the owner of the submitted reference 
implementation and optimized implementations and hereby grant the U.S. Government 
and any interested party the right to use such implementations for the purposes of the 
quantum-resistant algorithm  evaluation process, notwithstanding that the 
implementations may be copyrighted. 

Signed: 







13 
 

Submitted algorithms for encryption and key exchange will be evaluated based on 
how well they appear to provide this property, when used as specified by the 
submitter. For the purpose of estimating security levels, it may be assumed that the 
attacker has access to the decryptions of no more than 264 chosen ciphertexts, which 
are taken to be classical bit strings rather than arbitrary quantum states, however 
attacks involving more ciphertexts may also be considered. 
 
iii. Security Model for Digital Signatures 

 
One particularly important application of public key cryptography is digital 
signatures. NIST intends to standardize at least one algorithm which enables 
existentially unforgeable digital signature with respect to adaptive chosen message 
attack (This property is generally denoted EUF-CMA security in academic 
literature.)  
 
Submitted algorithms for digital signature will be evaluated based on how well they 
appear to provide this property, when used as specified by the submitter. For the 
purpose of estimating security levels, it may be assumed that the attacker has access 
to signatures for no more than 264 chosen messages, which are taken to be classical 
bit strings rather than arbitrary quantum states, however attacks involving more 
messages may also be considered. 
 
iv. Measuring Bits of Security against Quantum Cryptanalysis 

 
Submitters are asked to provide parameter sets that meet or exceed each of five 
security targets: 
 

1) 128 bits classical security / 64 bits quantum security 
2) 128 bits classical security/ 80 bits quantum security 
3) 192 bits classical security/ 96 bits quantum security 
4) 192 bits classical security / 128 bits quantum security 
5) 256 bits classical security/ 128 bits quantum security 

 
In specifying these security targets, the intent is that parameter sets meeting 
security targets 1, 3, and 5 will remain secure as long as brute-force attacks against 
AES 128, AES 192, and AES 256, respectively, remain infeasible. Likewise, 
parameter sets meeting security targets 2 and 4 should remain secure, roughly as 
long as brute-force collision attacks against SHA 256/ SHA3-256 and SHA 
384/SHA3-384, respectively, remain infeasible. 
 
NIST recognizes that there is some uncertainty regarding the best way to measure 
the complexity of cryptanalytic attacks, especially those involving quantum 
computers. 
 
One ambiguity present in such measurements is the unit of work used to measure 
the attacker’s attack complexity (does 128-bits of security refer to an attack 
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considered unsuitable for perfect forward secrecy. This is a case where there is 
significant interaction between the cost, and the practical security, of an algorithm. 
 
Another case where security and performance interact is resistance to side channel 
attack. Attacks which can be made resistant to side channel attack at minimal cost 
are more desirable than those whose performance is severely hampered by any 
attempt to resist side channel attacks. 
 
A third desirable property is resistance to multi-key attacks. Ideally an attacker 
should not gain an advantage by attacking multiple keys at once, whether the 
attacker’s goal is to compromise a single key pair, or to compromise a large number 
of keys. 
 
A final desirable, although ill defined, property is resistance to misuse. Algorithms 
should ideally not fail catastrophically due to isolated coding errors, random 
number generator malfunctions, nonce reuse etc. 
 
vi. Evaluations Relating to Attack Resistance 

 
Algorithms will be evaluated against attacks or observations that may threaten 
existing or proposed applications, or demonstrate some fundamental flaw in the 
design. 
 
Claimed attacks will be evaluated for their practicality and for their impact on 
applications. Attacks that violate the security of an existing FIPS or NIST Special 
Publication’s use of public key cryptography will be given more weight than attacks 
that violate the security of other applications; and attacks on rare or obscure 
applications may be given relatively little weight. 
 
Algorithms will be evaluated not only for their resistance against previously known 
attacks, but also for their resistance against attacks discovered during the 
evaluation process, and for their likelihood of resistance against future attacks. 

 
vii. Other Consideration Factors 

 
In addition to the evaluation factors mentioned above, the quality of the security 
arguments/proofs, the clarity of the documentation of the algorithm, the quality of 
the analysis on the algorithm performed by the submitters, the continuity of the 
algorithm’s design with previously analyzed constructions, the simplicity of the 
algorithm, and the confidence of NIST and the cryptographic community in the 
algorithm’s long-term security may all be considered. 

 
4.B Cost 
 
As the cost of a public key cryptosystem can be measured on many different 
dimensions, NIST will continually seek public input regarding which performance 
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section. After the end of the public review period, NIST intends to hold another 
Candidate Conference. (The exact date is to be scheduled.)  
 
Following the third Candidate Conference, NIST will prepare a summary report, which 
may select algorithm(s) for possible standardization, and/or may determine that another 
phase of evaluation is needed.  This third evaluation process would be similarly 
structured as the previous two evaluation periods.  Any selected algorithm(s) for 
standardization will be incorporated into draft standards, which will be made available 
for public comment. 
 
When evaluating algorithms, NIST will make every effort to obtain public input and will 
encourage the review of the submitted algorithms by outside organizations; however, the 
final decision as to which (if any) algorithm(s) will be selected for standardization is the 
responsibility of NIST.  
 
It should be noted that this schedule for the evaluation process is somewhat tentative, 
depending upon the type, quantity, and quality of the submissions. Specific conference 
dates and public comment periods will be announced at appropriate times in the future.  
NIST estimates some algorithms could be selected for standardization after three to five 
years. However, due to developments in the field, this could change.   
 
 
5.B Technical Evaluation 
 
NIST will invite public comments on all complete and proper submissions. The analysis 
done by NIST during the initial phase(s) of evaluation is intended, at a minimum, to be 
performed as follows:  
 
i. Correctness check: The KAT values included with the submission will be used to test 
the correctness of the reference and optimized implementations, once they are compiled. 
(It is more likely that NIST will perform this check of the reference code—and possibly 
the optimized code as well—even before accepting the submission package as ‘‘complete 
and proper.’’)  
 
ii. Efficiency testing: Using the submitted optimized implementations, NIST intends to 
perform various computational efficiency tests.  This could include, for example, the time 
required for key generation, encryption, decryption, digital signing, signature verification, 
or key establishment, as well as the size of keys, ciphertext, and signatures.  
 
iii. Other testing: Other features of the submitted algorithms may be examined by NIST.  
 
Platform and Compilers  
 
The above tests will initially be performed by NIST on the  
 








